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SATHAPANA BANK

Assistant, IT Security Analyst

Based in Phnom Penh, Cambodia.

Responsibilities

Assist in reviewing information security issues and provide effective recommendations to mitigate
the risk at acceptable level

Assist in preparing and updating related manual and procedure

Provide in-depth analysis/investigation of suspected malware, infected systems, network
devices, and develop standard investigation report and ensure timeliness, completeness, and
accuracy for related case reporting

Monitor, maintain and tuning security tool/systems, properly respond to security alerts

Assist in implementing incident response exercise regularly based on designed scenario and
report exercise result with lesson learn

Assist in performing security incident handling and forensics

Perform daily monitoring and analyzing systems log to identify and block malicious behavior and
activities

Provide threat and vulnerability assessment as well as security recommendation

Learn and operate Security Operation Center tools and processes

Qualifications

Bachelor’s degree in Information Technology, Information Security, or other related fields

Fresh graduate or experience in IT or information security

Knowledge of security regulations and standards including NIST, SANS, PCI, ISO/IEC, CIS, Swift
Knowledge of TCP/IP Protocols, network analysis, and network/security systems

Ability to complete and work in team within defined timeline

Good at English and Microsoft Office (Words, Excel, and PowerPoint)

To Apply

Interested candidates are encouraged to apply via job@sathapana.com.kh
For more information, please contact us at 023/ 081 999 010/ 096 257 9666 or go to
https://www.sathapana.com.kh/careers/job-opportunity/
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