
 
 

 
 
 
 
 
 
 
 

Officer, Offensive Security 
 
Based in Phnom Penh, Cambodia. 

 

Responsibilities 
  

• Assist to manage and deliver security testing assignment  

• Perform variety of security testing assignment, including infrastructure, application, and mobile app  

• Monitor to define the scope for security testing assignment  

• Conduct research using a range of tools and techniques to identify online threats and vulnerabilities 
in organization infrastructure  

• Perform source code review, threat analysis, wireless network assessment and social engineering 
assessment  

• Prepare documentation of finding, recommendation, and another subject as needed  

• Prepare penetrating manual and procedure as needed  

• Conduct risk assessment in IT area and other IT related project  

• Maintain risk register and coordinate relevant IT team for remediation  

• Provide threat analysis as well as security recommendation  

• Other tasks assigned by manager  
 

Qualifications 
  

• Bachelor’s degree in Information Technology, Computer Science, or other related degrees  

• At least 2 years of working experience in penetration test or network security  

• Understanding of information security and governance frameworks  

• Good Communication skills  

• Good at English and Microsoft Office (Words, Excel and PowerPoint)  
 

To Apply 
• Interested candidates are encouraged to apply via job@sathapana.com.kh 

• For more information, please contact us at 023/ 081 999 010/ 096 257 9666 or go to 

https://www.sathapana.com.kh/careers/job-opportunity/ 
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